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TIpnnoxenue Ne 4
K lorosopy Ha ofcny:xuBanue
KJAReHTOR B cucreme JIBO «iBank»

O6uire npapsia no obecneyeHHo nudopMaioHHON Ge30NacH0CTH
npu padore ¢ Cucremoit IBO «iBanky».

Knsent obazan obecneuuts xpanenne HHOOPMAUHE 0 CBOMX YUSTHBIX NaHHBIX /Ui paboTet B Cucteme «iBank» criocoGom,
HeNAOMAM HX HEJOCTYHHRIM TPETEHM JHIAM, & TAKKe HEMERICHHO YBEAOMIIATE BaHK 0 MX KOMIIPOMETALMH,

KAHeHT MOXeT CaMOCTOATENbHO U3MEHATH Napoib AOCTYNa K D11 1yTeM BEIMONHEHHA NpelycMoTpeHHodl B Cucrteme «iBanky
NPOUERYPEl CMEHEL TFapoLs.

Kauenr ue nomxed coolaTe cROM Naponn paGoTHMKaM Banka mo TenedoHy, BIeKTPOHHON NOYTE MAH HHBIM CIOCOGOM.
Mcnonpsosanye mapons pomyckaercs Tohbko npu pabote KimeHra HenocpencrseHHo ¢ Cuctemoii «iBankw, Ge3 yuacrus
paboTHuKoB baHKa.

bank ofssyercs NpuHATE BCe HEOOXOAMMBIE MEPBI OPTAHM3AUMOHHOTO M TEXHHYECKOre Xapakrepa Ins obecreyeus
HEBO3MOMHOCTH AOCTYTA NOCTOPONHHX JIML K MHGOPMAIHH O ero Y4ETHEIX JAHHEIX, HAXOLMIIHXCA B PACTIOPAKEHHH Bauka,
Knuenr ofssyercs mcnonesosate ams xpanenna Kmowa OI1 snexrponustii naentiduxatop Pytoken DL 3.0, BblganHbil
baHkoM.

Kooy a1exTpoHHO# MOAMHCH JOMKSH HCHOME0BATLCH TONLKO B UENAX NOANHCH 21, MOArOTOBNEHHEIX ¢ NOMOLHEK CHCTEMb
«iBanky.

Baux sripape orpaHMuMThL YHCAO OMHOBpeMeHHO felicTByloux Ceprudukatos kimodeli nposepku D11

Cpox neiicteua Ceprudurara wnoua nposepku DI ycTanapmuBaeTea pasHsiM 1000 (ThiCsue) AHEH ¢ MOMEHTA PETHCTpalMM
Ceprudurara bankoM.

Bank Brpase, B Cllyuae BO3HMKHOBEHHUA JIOObIX COMHEHHH B IIOUTHHHOCTH HanpaenenHsix Knnentom no Cucreme «iBanky 3],
nojo3penui, BOIHUKHOBEHUS COOHITHH, YKa3blBalOmUX Ha KoMnpoMeratuio Kioua 311, B OHOCTOPOHHEM NOPAJKE JOCPOUHO
npekparuTh AeHcTere CepTH(ukara witoua mposepkn DIl ¢ ysemoMmexuem o6 stom Knuenrta we nosauee pabouero mus,
CEYIOLIETO 32 JATOR NPHHATHA TAKOTO PEILCHH,

KipenToM A0/mKHE! ObITE Ha3HAYEHB! DOMMHOCTHEIE JIHLIA, OTBETCTREHHLIE 32 OCYINSCTBACHHE MEPONPHATHIL 0 0BeceyeHuo
(yuxunonrposanus | 6esonacHocTd OM Pyroken JIII1. KnmenT momkeH co3iarth yCioBus, OOECHEUMBAOLIME COXPAHHOCTS
KOH(HASHIMANLHOH uHbopManuy, o6pabarsisaeMoil ¢ moMombio JH Pytoken DLITIL

Knuent camocrosTe/bHo AOMKEH 00ECIeUHBaTh KOHTPOIb HCHOTB3YeMBIX AIA pabotel ¢ DM Pyroxen DL onepaisoHHEX
cHeTeM Ha HanMdHe 00HOBNeHNMH 1o 6e30NacHOCTH i MPOH3BOMMTE HX CBOSBPEMEHHYIO YCTAHOBKY.

YrnonHomoueHHsle Auua Kinnenta nomkHbl obecneyuts KOHOHICHIMAARHOCTh CBOHX SEKTPOHHBIX NOANHCEH M HE JONMyCKaTh
HCTONL30BAHNE IPHHAMIEKALINX HM KHI0Yel 3NeKTPOHHBIX oanuced 6e3 1x cormacHs.

Knuenrom xomicHbl ObiTh PeraaMeHTHPOBAHB! yueT H xpanenne DU Pytoxen DI, HemocpencTaeHHas paGoTa ¢ HUMH, @ TAKKE
NepCcoHaNbHast OTBETCTBEHHOCTE 32 UX COXPAHHOCT.

Xpanerne JH Pytoxen 3111 fomyckaeTcs B OJHOM XPaHWIHINE ¢ APYTHMH TOKYMEHTAMH IIPH YCIOBHAX, HCKMIOUAIOMHEX HX
HENPEAHAMEPEHH0E YHHYTOXKEHHE, HeCAHKIIHOHHPOBAHHOE HCIIONB30BaHHE,

Mocene monyyenus 3H Pyroxen 3! B Bauke, YnonnoMmouenssle iua Kinenra poiokuet emenuts kog aoctyna (ITHH-koxa)
OH Pyroren 2L Ha W3BECTHLI TOALKO HM.

Kadent nomueH ofecneduTh O3HAKOMIEGHHE ¢ JaHHBIMH TpeBOBAHMAMM BCEX YIONHOMOYEHHBIX M OTBETCTBEHHBIX JIHIL,
ZonyuleHHsX K pabote B Cucteme «iBanky.

[To BOSMOMKHOCTH, HE HCTOIb30BATh OJA OTHPABKM ILTATENKHBIX JOKYMEHTOB ceTh MHTepmer ¢ OOHIECTBEHHBIM OCTYIIOM
(Hureprer-kathe, becnitarastil Wi-Fi m mp.).

PerynapHo KOHTPORMPOBaTR COCTOSHHE CBOMX CHETOB M HE3aMEUTHTEARHO HH(OPMHPOBATH OTBETCTBEHHBIX COTPYAHUKOBR
Bawnka 000 BeceX NOA03PHTENEHEIX HIIH HECAHKLHOHUPOBAHHEIX ONEPALIMIX;

BrinonnaTs HesaMeAnMTENsHYIO ONMOKHpOBKY M cMeHy Kiwouelf DII B ciydadx MX KOMIPOMETALMH, N0 HCTEUEHHH CpOKa
AEHCTBIY KAmovel] ¢ NepHOANYHOCTHIO, YeTaHoBAeHHOH baHkoM,

Brinon#aTk 0n0KHpoBKy Kniode 311 Bo Beex cirydasxX YBONBHEHHA WK CMEHBl UL, NOTYIIEHHEIX K 3THM KITHOUaM.
HacToaTensHo pekoMeHAyeTcA 3aMeHATh kvl 311 Bo BCeX clyuasx YBOJbHeHMS WIH CMEHB! pyKoBOOUTENell ropuanyeckoro
nuLa, KOTOpble MOANMCHIBANH PACIIOPMKEHHA (ZOBEPEHHOCTH) O NPEROCTABIECHHH IMONHOMOUHI 1O FOAIHCH 3JIEKTPOHHBIX
goxymeHros J11

HMcnonssosats Ha I1K, Ha xoTophix ocyllecTsisiercs NOATOTOBKA U OTIEPABKA HOKYMEHTOR B BaHk, mporpamMmuoe ofecnieyenue
N0 3allMTe OT BPEJCHOCHOro Koja (AHTHBHUPYCHI) C akTyanbHBIMH BHPYCHEIMH 0a3aMH, & Taluke peryispHo OGHOBIHITE
nporpaMmioe ofecneyeHne B HeNsX yOTpaHeH!s BRIABNCHHEIX B HeM ya3BHMOcCTell.

Hexnmounte Ha [1K, Ha kOTOpBIX OCYMIECTBIAETCS NOATOTOBK2 M OTOpaBKa JOKYMEHTOB B BaHK, MCHOb3OBAHHME CHCTEM
yHAneHHero ynpaenexus TTK.

Hermounts noCemleHHe COMHHTENBHLIX CaiTOB, YTeHME MOYTHE M OTKPBITHA NOYTOBLIX BIOKEHHIE OT HELOCTOBEPHBIX
HCTOYHHKOB, YCTAHOBKY # 00HOBREHKE moboro nporpammHero ofecrevenns (I10) He ¢ caliTor nponisoauTenei.

[Tpu obpawenus o1 HMeHH baika no TenedoHy, 3nexTpoHHOH nouTe, depes SMS-coolmenua nun ¢ npockbamu cooblurs
roHbuASHIHANLHYO KahopMato {ITapony, KOAOBLIE CIOBA, M NP.) HH NPH KAKHX 00CTOSTENbCTBAX He COO0WIATh AAHHYIO
HHOPMALUIO.

I1py mamuuun npobremst ¢ nogxmouerneM k Crcreme JIBO «iBank» cnemyer neMennenno obpaTHTLCs B CiyxGy MOATEPIKKH
Cucreme IBO «iBank» Banxa.

Joboe nH{oOpMALMOHHOE B3AHMOAGHCTBHE ¢ BAHKOM OCYINECTBNATH TOIEKO C MCHOAB3OBAHHEM CPEACTB CBA3H, PEKBH3HUTHE
KOTODBIX 3apdHee OrOBOPEHbB! B COOTBETCTBYIOIEX NprioxeHys K [Ipasunam.

I[Tpu nosb3osanni yeayrodt « Mobunnnbtii faniey Iment obazan cofmogars caeayomue TpeGopanya §e30MacHoCTH:



e XpaHuTh B CeKpeTe M He {iepeflaBarh TPEThHM IHIAM Iapold JocTyHa k MoGHIBHOMY YCTpolcTsy, MOOWIBHOMY
mpunoxenro «banx EpMak — ona Suznecay u wmovam 311

e He ocrapmnats MoOuibEHOE YCTPOHCTRBO, C YCTAHOBASHHEIM NpiiioKeHeMm «banx Epmax — piia GH3HEca» MW UCTIONLIYEMOES
ans nonydeHua SMS-koga, 6e3 IpHCMOTpa B MeCTax, ROCTYIHBIX U4 TPEThUX JIHL, ¥ HUKOMY HX HE nepeanaTth; :

e  YcTaHABNUBaTh MOOUIEHOE NpwioxeHHe «baHk Epmax — ana GuzHeca» TONBKO H3 aBTOPHIOBAHHLIX MATAZHHOB App Store H
Play Market  Tonexo Ha npHHamnexamue KinneHty MoSuneHbIe YCTPOICTEa,;

e Hcrione3oBaTh aHTHBHpYCHOE MporpaMMHoe ofecneusHue, B ciydae, €CHH OHO JOCTYNHO IAA MCHonB3yemoro Knuenrom
MOBHILHOIO YCTPOlCTBa;

¢ He ucnons3oBars npunokenne «Bawk Epmax - mias Ousheca»n Ha ycrpoficTBax, Ha KOTODBRIX NOBBINEHEl NPHBHIETHH
noss3oBarelst (ojyuexst root-npasa Ha Android yerpolicrsax u nposene jailbreak nHa iOs yerpoiicTsax).

Jlng nosyyeHua ROMOMHHTERRHON HHGoOpMauuu obpamaiitecs B GaHkoBeKyr cnyxOy mompmepixkku Crueremet JIBO «iBank» no
renedony (3466) 49-50-53.



